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Testing at Microsoft
1985

« Design, execute and
document tests

« Generate Test Scripts and
automatic testing packages
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What Testing Usually Is...

Run Tests

System
Under Test

Test Results
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Meets
Pass/Fail oracle?

Quality
Assessment



What Can Testing Be<¢

2??

Big Data



TestOps

* Monitoring: What Ops does
« Testing: What Test Does

« TestOps: Change the “signal” used for quality
From Test Results...
...To Big Data
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The Three (or more) V's of
Elg Data Strata Jan 2012]

Volume Velocity

MB = GB = TB

PB = EB = /B




The Big Data Signal

Is often found Iin Production

May not always be “Big”
o The Quality Insights however should be Big

TestOps: use this Big Data for quality assessment
Big Data is in production
o Therefore we Test in Production



Y do we Test In Production®@

Leverage the
diversity of real users

...and real prod
environment...

...To find bugs you
cannot find pre-
production




The Most Interesting Man In

the World
I DON'T ALWAYS TESTMY

He's a Lover, not a
fighter. But he's also a

fighter so don’t get any
ideqs

The police often
guestion him, just
because they find him
iInteresting



Will Testers Test In Production@

I DON'T ALWAYS TEST MY | BRI (o)A o1Slele a0}
- friends...”

» "That's our moffo here.
Doesn't work 1o well In
practice, actually.

 “Then blame all issues
on QA -_- "

« “you don't even have

SUTWHENIDOIDO "'.,m to hire testers... ’rhey re
PRODUCTION JUST called C|IeﬂTS’ ”




Why is TIP about Services?

 You control the deployment
iIndependent of user action.

* You have direct monitoring access.

Deploy

Google: All engineers have
access to the production
machines: ...deploy,

configure, monitor, debug,
Remedy Detect and maintain

— — [Google Talk, June 2007 @ 21:00]

: : Facebook: engineers must
* lterative Virtuous Cycle be present in a specific IRC

channel for “roll call” before
the release begins or else

suffer a public “shaming”
° [Facebook ships, 2011]




Why is TIP (mostly) albout Servicese

 You control the deployment
iIndependent of user action.

* You have direct monitoring access.

Deploy

Google: All engineers have
access to the production
machines: ...deploy,

configure, monitor, debug,
Remedy Detect and maintain

— — [Google Talk, June 2007 @ 21:00]

: : Facebook: engineers must
* lterative Virtuous Cycle be present in a specific IRC

channel for “roll call” before
the release begins or else

suffer a public “shaming”
° [Facebook ships, 2011]




Deploy |

A " The Big Data Pipeline

Remedy [ Detect J

L
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« Facebook: Developers Instrument Everything

« Amazon: Central Monitoring
« Add some config - Trending and Alerts

o Netftflix; Custom libraries + AWS CloudWatch
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How does TIP fit Info Test
strategy?¢

Does TiP Replace Up-Front Testing (UFT) ¢

The Death of BUFT (Big UFT)2
.'\

Value

Effort
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Four Categories of TiP

Passive Monitoring
o with Real Data

Active Monitoring
o Wwith Synthetic Transactions

, , TIRTeeT
Experimentation TeeRTR

o on Real Users a E

System Stress
o Of the Service and Environment
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TIP A-Z

Big Data

Iterative Virtuous Cycle

Most Interesting Man in the
World

T

\

Y

TestOps

3 V's of Big Data

Y TiPe
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Passive Monitoring

with Real Data

02]



Data Mining

* Bing stores and Analyzes Petabytes of data to
o See real usage patterns
o Find defects in quality

* Bing Relevance:

o How can we test a complex algorithm without using
that same algorithm

 Qracles often Heuristic

o Find patterns for humans to
follow-up




Data MIning: Speller Split Screen

fasfa

Web  Videos Images Morevw

ALL RESULTS 1-11 of 455,000 results - Advanc

Were you looking for: fafsa

Home - FAFSA on the Web-Federal Student Aid TO p P O n e

www.fafsa_ed.gov
Electronically submit the Free Application for Federal Student Aid (FAFSA). All students
interested in financial aid for college will need to complete this form.

Contact Us Help

Result 1 and Result
| | - ? from Corrected

Customer service 800-433-3243
Looking for assistance with the FAFSA application for federal student financial aid? We provide a Q U e r
wide range of services for a low fee.

https:/fwww fafsa_.com - Mark as spam

See more results

Results for fasfa BOTTOm PO ne

FASFA or FAFSA - Applications

Looking for the FASFA? You may want FAFSA. We offer assistance with the FAFSA application for
federal student financial aid at a low fee.

www.fasfa_com - Mark as spam

FAFSA - Free Application for Federal Student Aid R es U | TS fro m Orig i n a I

https:(fafsa.ed.gow/FOTWWebApp/complete013 jsp - Cached page - Mark as spam

FAFSA - Wikipedia, the free encyclopedia Q U e ry

Eligibility - Types of financial aid - Filing options

The Free Application for Federal Student Aid (known as the FAFSA) is a form that can be prepared
annually by current and prospective college students (undergraduate and graduate) in _..
en.wikipedia.org/wiki/FAFSA, - Mark as spam

FASFA
What is FASFA? The Frozen at Sea Fillets Association (FASFA) was formed in the autumn of 2000,
to create awareness of the very high quality of Frozen at Sea Fillets of cod and ...

° 23




Data Mining: Speller Split Screen

Alter query...
k‘ If fop pane clicks > 90% |

Leave query as-is...

:%] | If bottom pane clicks > 90%

—

[Unpingco, Feb 2011]
24 2



Data Mining: Speller Split Screen

Some Top Results

Top Botlom Keep Make

Correction Clicks Clicks Original Correction

fasfa v
utube music 90.4%  9.6% v
facebookcom 98.4% 1.6% v
imbd 96.3% 3.7% v
evony 0.5%  99.5% v
century link 20%  98.0% v
yout 3.8% 96.2% v

o @25



Detecting Video Takedown Pages

Video Histogram “Fingerprint”

Automated heuristic: -
T ki o T mibait e s Most videos on a video =
. site will play. Takedown
Tl DCges look different; find -]
the video to process OUﬂierS. 40 -
d i
NE BN BN BN ..

Average Page Distances - Fancast.com

0.016
(]

L O SPOW NOUNO NIOEIPONUND 080, -
goon LGt s 2 +  5.56% of our YouTube videos
$ 0.012 ~ lead to a video takedown
=
S (o Videos with takedown Page.

g ’ pages
& 0008 »  Thousands of users
ey —— experience this per week.
O
2 0.004 . .
§ e - We are feeding this back
U) o .
o into the product!
> 0 ! ! ! !
< 900000 950000 1000000 1050000 1100000
Video Page ID bl n
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Facebook Mines Big Data for Quality

2 "5 million
metrics”

= CPU, network
usage
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User Performance Testing

Collect specific telemetry about how long stuff
takes from user point of view

Real User Data — Real User Experience

End to End = complete request and response cycle
o From user to back-end round-trip
o Include traffic to partners, dependency response fime
o Measured from the user point of view

From around the world
L 4
From diversity of browsers, OS, devices =



Stuff includes... Page Load Time (PLT)

TG, real PLT
for real users

Client Instr.
sends
Beacons

~

~

Time to !
Interactive

Time to
Glass

/

Browser

Request | -
T(-1)

Firsc

Byte
received

Time
Interactive -
™

Final bits
received

Page
rendered
TL

Web Server
PageRequest Request
— received
TTo (t5)
RESPONSE
¥ Ready
‘Page Response (with T0) n
Approx
>Time to
= - Interactive
Page ViewObs listener
— Ay
Page \fiew
“Time Interactive Obs idoifh cotival
Tl Interative s
gEvent keceived
n’
4] Last Image
Time Loaded Obs
——__,| Onload
rReceived
TL’

[Kohavi, Oct 2010]




Hotmail JSI User Performance Testing

« Customers do not care what we think our
performance is - Aladdin Nassar, Sr. PM Hotmail

Big Data?

Hotmail's JavaScript Instrumentation (JSI)
» Budget for 500 Million measurements / month
» Scale for backend collection and analysis

PLT by browser, OS, country, cluster, etfc..



Hotmail JSI User Performance Testing

PLT by browser, OS, country, cluster, efc..

View Inbox Avg+Stdev PLT by Browser

-
i 7

A
o
-
r"‘
3

OP Min SF Sxx 6~ SF 4xx- OP9S iPhone Nokia

-.



User Performance Testing Examples

&4 Hotmail :> & Outlook

o Re-architected from the ground up around performance
o Read messages are 50% faster

e Windows Azure™

o Every API: Tracks how many calls were made; how many
succeeded, and how long each call took to process



C
D

J

Client Instrumentation

Data Mining

TIP A-Z

P Passive Monitoring

R Real Data Input

JSI: J-script Instrumentation

33



Active Monitoring

with Synthetic Transactions

®34



TIP Test Execution

e From the Inside

o Against internal APIs
o Automated

 From the Outside
o From User Enfry Point

o E2E Scenario in Production
o Automated SCASTA
o or Manudl

° @ 35




This looks like this

but in Production

which is OK, but...

Can we leverage
Big Datae

‘ Run Tests
‘ Pass/Fail

System
Under Test

Test Results

- \'--\i G '

Quality
Assessment

® 36



Active Monitoring

Microsoft Exchange
o Instead of pass/fail signal look at thousands of continuous runs.
« Did we meet the "five nines" (99.999%) availability for scenario?
 |s scenario slower this release than laste - performance

Scorecard Rows 142-177

Customer Experience

Provisioning and ECP
availability issue cause by
partner load last month is
fixed for current month

IMAP log file issue from last
month resolved and IMAP
back to 100% availability

New: Powershell scripts
experiencing intermittent
failure

Improvements

* Content Delivery Network
and DOMT tests added to
address recent Incidents

TIP Feature Availability

TIP Feature availability
Provisioning
RBAC
Outlook
ECP

Dec Nov Oct Sep

POP

Remote PowerShell

Aug

Qo

N

7

-

Micresoft*

Exchange Server 2010

[Deschamps, Johnston,
Jan 2012]

® 37



Test Data Handling

« Synthetic Tests + Real Data = Potential Trouble
o Avoid it
o Tagit
o Cleanitup

Example: Facebook Test Users

« Cannot interact with real users
« Can only friend other Test Users
 Create 100s

« Programmatic Confrol

° ® 39



Write Once, Test Anywhere
Microsoft Exchange

o 70,000 automated test cases in lab Exchange Server 2010
o Re-engineered to run from the cloud

TIP Execution Framework
o Test Harness runs tests from Azure Cloud Platform

Run key subset confinuously against production

[Deschamps, Johnston,
Jan 2012]

® 40



More Testing, Less Cost

Write
Once, Test
Anywhere

NGO

e Test Re-Use

e Performance
e Availability

Active
\Vlelglifelfigle

0 4]



TIP A-Z
-—-—

Big Data Operations
Data Mining Quality Signal

Fault Injection System Stress

High Availability Users

JSI: J-script Instrumentation Write Once, Test Anywhere

Load Testing in Production Y TiP¢




Experimentation

on Real Users

® 43



Experimentation

“To have a great ideq,
have a lot of them”

-- Thomass Edison

* Try new things... in production
» Build on Successes
« Cut your losses... before they get expensive



Mitigate Risk with eXposure Control

 Launch a new Service — Everyone sees it
« Exposure Conftrol — only some see it

By Browser

By Location

By Percent
(scale)

® 45



Who's doing Exposure Control?

Three concentric push phases  racebook ships, 20111 .\

o pl =internal release
o p2 =small external release
o p3 = full external release

“We do these 1% launches where we float something
out and measure that. We can dice and slice in any
way you can possibly fathom.”

-Eric Schmidt, former CEO, Google

( O ()gle [Google BusinessWeek, April 2008]

° ® 46



Experimentation

Big Data from Unique Users

C: Control
n
1
13
T4
15
16
17

Expected Spit
12.50 %
12.50 %
12.50 %
12.50 %
12.50 %
12.50 %
12.50 %
12.50 %

Actual Traffic
17420461 unique users
17,422,129 unique users
17,414,591 unique users
17,414,324 unique users
17 418,765 unique users
17,416,762 unique users
17,417,993 unique users
17,407,350 unique users

A/B Testing

« Aka: Conftrolled Online

Page Title

Visitors Randomly Distributed

oy

CTR

1.2% of users with a Page
View clicked on Signup

Title of Page

M -

analyzed and compared

User interactions instrumented,

CTR

Is the observed

difference statistically

significant?

(%]
w
>

2.8% of users with a Page
View clicked on Signup

Version B is better than Version A




Experimentation for Design
Example: Microsoft Store

Goal: Increase Average Revenue per User

~

5 Shopping Cart ~ | Shopping Cart
Xbox 360 Elite Bundle $399.99 Xbox 360 Elite Bundle $399.99 W h iC h i ncreqgse d
o Quantty: 1 revenue...¢
g:il;)v:try e s g:il;’vletrv Options: : AN ‘ o
caing aled B. Treatiment- up 3.3%

Shipping Method

© uPS Ground - $0.00 (3-7 business days)
() UPS 2nd Day - $5.00 (2 business days)
) UPS Next Day - $12.00

' UPS Ground - $0.00 (3-7 business days)
7 UPS 2nd Day - $5.00 (2 business days)
) UPS Next Day - $12.00

Subtotal:  $399.99
shipping:

Subtotal:  $399.99
Shipping: $0.00

Tax: $38.00

Estimated Total:  $437.99 £.mai Cart o' Friend

Enter Zip
1o calculte Tax:  J0092 Calculate Tax

http://store.microsoft.com/home.aspx

E-mail Cart to a Friend I@mkou now

® 48


http://store.microsoft.com/home.aspx

AB Testing, Now for Code Quality

« Experimentation for Design
o Business Metrics — Did we build the right thing?

N
- B

« Controlled Test Flight

o Assess quality of new code »>deployment Go/No-go
o Code Quality Metrics —

Did we build it righte



Example: Controlled Test Flight:
NeTtflix

1B APl requests per day

ke L
[Cockc.rof’r, March 2012] Canqry Deployment



Example Conftrolled Test Flight :
Amazon ordering pipeline

Amazon's ordering pipeline (checkout) systems
were migrated to a new platform.
Team had tested and was going to launch.

Quality advocates asked for a limited user test using
Exposure Control.

Five Launches and Five Experiments until V., =V ext
(showed no difference.)

The cost had it launched initially fo the 100% users
could have easily been in the millions of dollars of
lost orders.

®53



©

Popular now

um:cane Isaac path - Hantavrus - Rache! Come

Search History

images

Un-Conftrolled
Experimentation

page youwart 1o
wiant to kesp

Highlight Hide

Tell us morz

Problem Suggestion Kudos

7 Serd email to the 3ing
S crd oc me at jouralas




The Experimentation Family

Experimen’ra’rion)l Ei

Experimentation Controlled
for Design Test Flight




E

G

TIP A-Z

Experimentation

Go / No-go for deployment

U Users, Big-Data from Unique

X eXposure Conirol

56



System Stress

of the Service and Environment

®57



Load Testing in Production

* Injects load on top of real user traffic
* Monitors for performance

 Load should not go through partners or data
providers

Big Data
« Traffic mix: real user queries, simulate scenarios

« Real time telemetry: Monitor and Back-Off

o After the fact Analysis
o Tune SLAs/Targets
o Tune real-time monitors and alerts

° ® 58



Load Testing in Production
e Live Traffic + T million Cloudlest

concurrent virtual users Y SO
« /7,000 hits per second -
« 6 gigabits per second
« |denftified major datacenter
bl n POWEr issue
”ﬁ Effort went From
« 30 Engineers on a con-call

. 1.5 engineers and automation

° ® 59



Operations
|
* Opsruns the environment >

« Ops needs to be in the loop on TiP lﬁw

o Else they may react as if a real problem were occurring

 Need to define roles and responsibilities
o Dev and Ops

Traditional
DevOps
Ops

o Test and Ops

® 50



Destructive Testing in Production

« Google first year of a new data center  [Google bC, 2008]

o 20 rack failures, 1000 server failures and thousands of hard
drive failures

« High Availability
means you must
Embrace Failure

o How do you test this¢

04]

When Your Best Just Isn’t Gooo ENoucH.



Netflix Tests its “Rambo Architecture”

e ...System has to be able to succeed, no matter what,
even all on its own

« Test with Fault Injection

[Netflix Army, July 2011]
* Netflix Simian Army
o Chaos monkey randomly Kills production instance in AWS
o Chaos Gorilla simulates an outage of an entire Amazon AZ
o Janitor Monkey, Security Monkey, Latency Monkey.....

° ® 42



amazon - A rj| 2011

NETHIX
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TIP A-Z

O Operations

Fault Injection S System Stress

High Availability

Killing production instances

Load Testing in Production

64



Changing the
Quality Signal



What Can Testing Be<¢

Change the signal from 2?2?

System
Under Test

Test Results fo...

?7?

Quality

Assessment



Big Data Quality Signal

d kO TGSTO pS Production

Users and

R Systems
Experiment-

ation

Test Cases

Synthetic
Transactions

Controlled
Exposure

Telemetry
Data

Big Dato

KPI: Key Performance Indicator
X Analysis &
Reques’r lOTenCy KFls-and Transformation

e RPS Patterns
. Availability / MTTR

Quality
Assessment



TIP A-Z
-—-—

Big Data Operations
Data Mining Quality Signal

Fault Injection System Stress

High Availability Users

JSI: J-script Instrumentation Write Once, Test Anywhere

Load Testing in Production Y TiP¢




What NOT to Wear




What Not to Do



Risks of Synthetic Data...

Who's Gof the Monkeye

Who's Got The Monkey Nowe

....and Mitigations

we've setup a test order
system specifically to
handle these requests, and

no testing orders made it

into the sales data 0 Basinass
Review




TIP Is a common and costly
technical malpractice

 Because both [prod and test]... ran on the same base
WebSphere Application Server
o theirlogs are shared

o any upgrade to the SDK would disrupt both application
servers

“Simply, you should have a separate test system that is
identical fo your production system”

[IBM, 2011]



What Not to Do, IBM

Disrupt user experience infroduced by testing: for
example: outages

Failure to understand the production environment
and the effect of TiP on it.

Co-mingling/corrupting production data




Wireless Mouse?

amazon com Helo, Seth Ellct. We have recommendations fo- you. (Not Seth?) The AllNew Kindle: Only $439

~ Drime Seth's Amazoncom ' ! Today's Deals ~ Gifts & Wish Lists = Gift Cards Your Account  Help
Your Lists 3

All Electronics Brands Destselers |  Audic & Home Theater Camera & Fhoto Car Electronics & GPS Cel Phones § Accessories Computers | NP3 Peyers | TV & Video Deals

- - - - - - 1

Member: Seth Eliot Sath Elict v

Note: This item is net immediataly available to ship

Electronics Test ASIN - 207

by test pubcode Quantity:; 1 ~
Prfoiyeds @ (3 customer reviews) | L Like | (6,552,029} 9 AddtoCart

or Buy now with
erice) $99,999.00 fsligible for free shipping with Amazon Prime
Temporarily out of stock. Ship to:
Order now and we'll deliver when available. We'll e-mail you with an estimatec delivery date as et Elict .
soon as we have mere information. Your account will only be charged whan we ship the item. -
Ships from and sold by Amazon.com, Gift-wrap avadable, {1 Add gift-wrap/note

or
Buy with O3vPhrsge

| AddtoWishList | v
| AddwShoppnglist |
| AddtoEabyFegsty |

Customer image from Jason Dickinson "Jason’




What Not to Do, Amazon

Exposure of test artifacts to end users: e.g. exposed
test items, test emails sent

Misuse of PIl customer data

Leaking sensitive new features prior to official
launch



Amazon's Digital Video sneak peek

7

Amazon's Digital Video sneak peek: "Amazon Unbox"

It seems Amazon might soon be launching their digital video download store, called "Amazon Unbox Video".
According to what | can find, it'll have purchase and rental capability, as well as support for devices other than your
PC (Your TV and Creative Zen Vision ai least). They also have a standalone video player, somewhat like iTunes
{(Windows XP and Windows NT only it seems)

Here are screenshots of the pages and the player. Click pic to see it large.

Main page:
o W A oA O PR AV T e bl e ot + [

et ~— Vo ==~ R

S s | —— :
B o v T T —
videodownloads
d inovies, TV shows & mors
1“- 2“
amazon = | =] &g’ |

Otuscower Soueands of Choome & Ee Watch vidooe on pour

oo, TV showd A frwriosad, ant gt M M, ynr TV ocon

sporting ml: 1 P daaren Yideo Place Pour partatie devics

Blotiad ey Shove

For o Devdted Do, gok 55 00 OF yunr Pest Cigrrnl l“’h:( sPase . Most
- _’.«Onuwszonot Arssron Dighta! Widos me $709, but you o dave 1o
L et yoursaf 2o 1V, Wy oMer thousands of mavies, U ond ear Ty e,
2 et ratonal vidous B0, 2wt oIk the "Stent Shopoang Mow® Stion
bolow. Whon your Soarioad you it vidon, wo'll Bsks 510G off e pren, N0
roge sttached

W Labws oy Tew mdncdes 10 5iom up. CRk “Start Shoppang New™ mow
[Kokogiak, 2004]
Trequenity Avhed Questains

Wt b Ainason Deghod Videy !




TIP A-Z
-—-—

Big Data Operations
Data Mining Quality Signal

Fault Injection System Stress

High Availability Users

JSI: J-script Instrumentation Write Once, Test Anywhere

Load Testing in Production Y TiP¢




AB@
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Summary

The latest version of this slide deck can be found af:
http://bit.ly/seth stp oct2012

® 30
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TIP A-Z

Active Monitoring

Big Data

Client Instrumentation
Data Mining
Experimentation

Fault Injection

Go / No-go for deployment
High Availability

lterative Virtuous Cycle

JSI: J-script Instrumentation
Killing production instances

Load Testing in Production

Most Interesting Man in the
World

<~ X s <Cc 2 ov=xmpyTVWOZ

Not to Do, What
Operations
Passive Monitoring
Quality Signal

Real Data Input
System Stress
TestOps

Users

3 V's of Big Data
Write Once, Test Anywhere
eXposure Conftrol
Y TiP?
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Time for a Beer...

Lymurgy
zy ‘mur-gy (z muorj) n. The branch of chemistry that
deals with fermentation processes, as in brewing.

° e 32
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